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DETAILED ACTION 



1 . Prosecution on the merits of this application is reopened on claims 14-26 considered 
unpatentable for the reasons indicated below: 

US Publication No. 2004/0054630 to Ginter et al. disclose the features of at least independent 
claim 14. 

2. Claims 14, 15, andl7-26 have been examined. 

Claim Rejections - 35 USC §103 

3. The following is a quotation of 35 U.S. C. 103(a) which forms the basis for all 

obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

4. Claims 14, 15, 17-22, and 24 are rejected under 35 U.S.C 103(a) as being unpatentable 
over US Publication No. 2003/0054630 to Ginter et al 

Ginter et al. disclose receiving content by one or more electronic processing devices (i.e. 
computer of user), the content distributed in accordance with one of a plurality of rights 
management and protection, receiving rights indicia (i.e. permission record/PERC) relating to the 
content by the one or more electronic processing devices (see paragraphs [0009] & [0124]; fig. 
5A). Notice, Ginter et al. teach the process of delivering secure containers to computer users of a 
distribution environment. The containers including content, permission record, budgets and 
other methods (see fig. 5 A), wherein the permission record comprises "a control set, which 
contains a list of methods that must be used to exercise a specific right" (see paragraph [11 16]). 
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Ginter et al. also teach identifying one of the plurality of rights management and protection 
methods by the one or more electronic processing devices through which the received content is 
distributed (see paragraph [0218]). Specifically, Ginter et al. teach the process where "users of 
content can select form among a set of predefined methods to control container", which implies 
that a particular rights management and protection method is identified. Additionally, Ginter et 
al disclose using the received rights indicia by the one or more electronic processing device to 
perform rights processing of the received content in accordance with the identified rights 
management and protection method to permit or deny access to the received content (see 
paragraph [1 116]; The required methods may reference load modules, which are pieces of 
executable code that may be used to carry out required methods). At the time the invention was 
made, it would have been obvious to a person of ordinary skill the art to develop the method 
such as Ginter et al. One of ordinary skill in the art would have been motivated to do this it 
prevents unauthorized individuals from accessing the content. 

Referring to claim 15, Ginter et al. disclose the plurality of rights management and 
protection methods specify indispensable items for purchasing and using the content, the items 
including a content encryption method, a key distribution method, a content decryption method, 
a billing information and keys transmission method, recording medium control information, a 
mutual authentication method, at least one of an analog protection system of macrovision and a 
copy generation management system and viewing limitation information (see paragraphs [0232] 
and [1343] Normally, most usage, audit, reporting, payment and distribution control methods 
are themselves at least in part encrypted and are executed by the secure subsystem of a VDE 
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installation. A decrypt method is used to decrypt encrypted information, whereas an encrypt 
method is used to encrypt information). 

Referring to claim 17, Ginter et al. disclose externally acquiring a rights management and 
protection module (i.e. "load module") selected based on the identified rights management and 
protection method, and performing the rights processing of the received content using the 
selected rights management and protection module (see claim 64; paragraphs [0500] & [1 1 16]). 

Referring to claim 18, Ginter et al. disclose automatically creating a rights management 
and protection module selected based on the identified rights management and protection 
method, and performing the rights processing of the received content using the selected rights 
management and protection module (see paragraph [1047] and claim 17 above). 

Referring to claims 19 and 21, Ginter et al. disclose storing the received content and 
storing the received content after performing the rights processing (see paragraph [0454] 
secondary storage may be used to store information in a secure manner by encrypting 
information before storing it in secondary storage). 

Referring to claim 20, Ginter et al. disclose storing the received content before 
performing the rights processing (see paragraph [1981] CompuServe, stores content in non- 
encrypted form). 

Referring to claim 24, Ginter et al. disclose storing a log regarding rights processing of 
the received content (see paragraph [1 178]). 

5. Claims 22 and 23 are rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter 
et al. as applied to claim 14 above, and further in view of US Patent No. 6668246 to Yeung et al. 



Application/Control Number: 09/978,4 1 6 Page 5 

Art Unit: 3621 

Ginter et al. disclose decrypting the encrypted content (see paragraph [1343]; A decrypt 
method is sued to decrypt encrypted information"). Ginter et al. do not expressly disclose 
reencrypting the decrypted content using another key, and storing the reencrypted content. 
Yeung et al. disclose reencrypting the decrypted using another key and storing the reencrypted 
content (see col. 9, lines 46- 50 client platform is responsible for decryption and subsequently re- 
encrypting content prior to storage). At the time the invention was made, it would have been 
obvious to a person of ordinary skill the art to modify the method disclose by Ginter et al. to 
include the step of reencrypting the decrypted content using another key, and storing the 
reencrypted content. One of ordinary skill in the art would have been motivated to do this 
because it minimizes piracy by providing additional security. 

Referring to 23, Ginter et al. disclose receiving the content encrypted by a predetermined 
key and receiving the predetermined key encrypted by a second key (see claim 14 above, notice, 
the content and keys are stored in a secure encrypted container) and decrypting the encrypted 
predetermined key (see paragraph [1343]). Ginter et al do not expressly disclose reencrypting 
the decrypted key using another key and storing the reencrypted key together with the encrypted 
content. Yeung et al. disclose reencrypting the decrypted key using another key and storing the 
reencrypted key together with the encrypted content (see col. 9, lines 46-50). At the time the 
invention was made, it would have been obvious to a person of ordinary skill the art to modify 
the method disclose by Ginter et al. to include the step of reencrypting the decrypted key using 
another key and storing the reencrypted key together with the encrypted content. One of 
ordinary skill in the art would have been motivated to do this because it minimizes piracy b 
providing additional security. 
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6. Claim 25 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ginter et al. as 
applied to claim 14 above, and further in view of US Patent No. 6772344 to Chan. 

Ginter et al. disclose receiving content (see claim 14 above). Ginter et al. do not 
expressly disclose performing an analog protection system process on a playback signal obtained 
by processing the received content after performing the rights processing based on the identified 
rights management method, and externally outputting the processed playback signal. Chan 
discloses performing an analog protection system process on a playback signal obtained by 
processing the received content after performing the rights processing based on the identified 
rights management method, and externally outputting the processed playback signal (see col. 10, 
lines 51-53 In order to prevent unauthorized copying of the analog video signal, means for 
generating analog copy protection signal is included in video interface). At the time the 
invention was made, it would have been obvious to a person of ordinary skill the art to modify 
the method disclose by Ginter et al. to include the step of performing an analog protection 
system process on a playback signal obtained by processing the received content after 
performing the rights processing based on the identified rights management method, and 
externally outputting the processed playback signal. One of ordinary skill in the art would have 
been motivated to do this because it reduces piracy. 

Referring to claim 26, Ginter et al. disclose encrypting the received content after 
performing the rights processing and externally outputting the encrypted content (see claims 14 
& 15 above). 



Application/Control Number: 09/978,4 1 6 Page 7 

Art Unit: 3621 

Conclusion 

7. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

• "Digital Watermarking" by Berghel et al. discusses the purpose of digital watermarks, 
requirements of watermarks and techniques for watermarking. 

• WO 00/08909 to Dorak et al. discloses a system for tracking end-user electronic content 
usage. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jalatee Worjloh whose telephone number is (571)272-6714. The 
examiner can normally be reached on Mondays-Thursdays 8:30 - 7:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on (571)272-6712, The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306 for Regular/After 
Final Actions and (571)273-6714 for Non-Official/Draft. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 

Any response to this action should be mailed to: 
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Commissioner of Patents and Trademarks 
P.O. Box 1450 
Alexandria, VA 22313-1450 




Jalatee Wfyrjloh 
Patent Examiner 
Art Unit 3621 
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